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ON TRAFFIC PERFORMANCE MEASURES FOR
ANONYMOUS P2P NETWORKS

The modeling of anonymous systems is mostly aimedha evaluation of the level of provided
anonymity. However, the utility of anonymity solutis depends not only on their security, but also on
necessary traffic overheads. In this paper, we Ipagposed an empirical, traffic performance moadel f
anonymous P2P networks. We based our researchvegll &nown information entropy measurement
model for an estimate of secure configuration afregmous forwarding path lengths. Then, we proposed
a simulation-based methodology for an evaluatiolaighcy and dynamics of the selected configuration
As an example we used the classical system calR@WDS. We evaluate traffic performance of
CROWDS and show that the empirical analysis of dhgtem has been analogous to results obtained
analytically for representative boundary conditions

1. INTRODUCTION

The anonymous P2P networks are the vital domainngntbe ever increasing variety of
anonymous communications solutions. The P2P netanathitecture is extremely promising for an
implementation of effective anonymous techniqueascesithe distributed P2Ps eliminate the
presence of trusted third party—privacy trusteend@oning anonymity, we know a lot about
robustness of anonymity systems and particular $&#&tions (e.g., [2], [3], [8], [14]). A mature
information theoretic model for the evaluation abaymity systems ([4], [10]) already is in use.
Still, while the research in the filed of anonymaystems measuring is mainly focused on the
evaluation of the level of provided anonymity, thmeodeling of traffic performance of
anonymization methods is in our opinion neglectédt, the utility of a particular anonymous
system results not only from its robustness agaatistickers and traffic analysis but also its
necessary traffic overheads. Roughly speakingfiteequestion is: “how much anonymity do |
get?” and the second, on which we focused ourtadtem this paper, is: “how much does it cost?*
A research in this field was recently introduced18] and [5]. These works however, are devoted
to the specific system (TOR [7]) and the presentezhsures in [5] are based on the gathered
system’s statistics. Still, we have to learn mobewt the traffic performance’s “costs” and its
modeling for anonymous networks. In [6] we introddcand used a model for the traffic
performance analysis of the new anonymous P2P myétalled P2PRIV) and to compare the
system with the CROWDS [9]. This paper presentstaildd description of this model.

In 2002, two papers authored by Diezal. [4] and Serjantoet al. [10] simultaneously and
independently introduced a new methodology for gnoty measurement based on Shannon’s
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information theory. The information entropy propoddgy Shannon [11] describes the uncertainty
associated with a random variable. It can be apgbeanonymity quantification by assignment of
probability of being an initiator of a specifiedtian in the system to its particular users. Celyain
the sum of all these probabilities should equallien, based on the information provided by a
system (shown by the system to an adversary)pbssible to measure the uncertainty of finding a
real initiator. LetX be a discrete random variable, and

p =Pr(X =i) 1)
wherei corresponds to the number of a particular sulsjed#/user of the analyzed system. For

each user from the set of all system uddrghe adversary can assign probability of being the
initiator p;. Then the entropid will by described by

H = _z p.10g,(p,) - (2)

i=1
In Equation (2), a base-2 logarithm was used. Taexehe unit of the expressed entropy isita
This measure discloses a number of bits requiredafo adversary to explicitly point out the
initiator. The adaptation of information theory seeto be a proper method for anonymity
qguantification as the uncertainty of the observereases proportionally witH. The anonymity
corresponds intuitively to a blending into the ccoaf other similar subjects. Entropy measurement,
as a quantification of a disorder of a structure afystem, gives a description of this phenomenon
and an analytical instrument to measure how paaticgubjects of the system are distinguishable
among the whole population of subjects. To enable ¢omparison between heterogeneous
anonymity systems, a normalization of entropy wasppsed by Diazt al. [4]. Let Hnax be the
maximum entropy for a current number of systemsudentropy reaches the maximum value when
all possible users are equiprobable

Hax =100,(N) (3)
whereN is the number of users. Then the normalized egtrogegree of anonymity is

N
|0 )
d= H =_;p| gz(p|) | (4)
H o log, (N)

wherep; is the probability assigned tosubject, describing how likely this subject isqeved by
the adversary as the initiator. This metric (4)atié®s the uncertainty of the system observer (the
adversary) in finding the initiator of a specifictian (for example sending a request for a specific
content) and takes values from [0,1]. The minimwegrde of anonymity depends on the purpose of
anonymous system. However, in [4] acceptable nozedlentropy was restricted to values higher
or equaled tam, = 0.8.

In this paper we revised this model of anonymitystegns in order to achieve the P2P
environment usability and to reflect the practicapabilities of a P2P adversary. In effect, we
provide methodology allowing finding a secure cgafation of anonymous P2Ps (Section 2). In
Section 3 we provide an empirical model of anonysBAP traffic, capable of evaluating the traffic
cost of selected secure configurations of anonyni®2B network. We focus our research on
latency and dynamics measures. Latency constitutesicial factor for anonymous P2P traffic
performance, since the basic common mechanismtasachieve network anonymization is traffic
forwarding by a set of middleman nodes. Additiopale concentrate our research on dynamics
measures. Robustness against dynamically changinditons, such as peers/content migration
and traffic bursts introduced by publication of ndata, demonstrates the suitability of particular
networks anonymization techniques to P2P overlayslly, we conclude the paper and discuss a
future work in Section 4.




2. ESTIMATION OF SECURE FORWARDING PATH LENGTHS

We will apply the entropy measurement model to tiiaanonymity of the CROWDS system.
The CROWDS can be used as an example of an attagletein, because it combines anonymity
and performance with simplicity and reputabilit® Z], [15]). The adversary, who foists colluding
nodes to the network, can assign probabilities edhdp the initiator to particular network nodes.
Based on [9] and [4] the probability assigned faredecessor of the first colluding node from the
forwarding path is

N-C-1
Pew =1 Py = (5)
The rest of nodes will have assigned equal proitiasilsince the adversary has no additional
information about them. All colluding nodes shoatat be considered,

_ Ps
P "N (6)

According to (2), the entropy of the system willdescribed by
N-p;(N-C-1) N p N
H pacrowns™ f N Ing( N-p, (N-C _1)J +Wf(N -C-) Ing[pfj ' (7)

The CROWDS maximum entropy is reached when all sionedes are equiprobably recognized by
the adversary as the initiator

H axcrowns =109,(N =C) (8)
then the normalized entropy equals

H aCROWDS
d paCROWDS — : (9)
maxCROWDS
N N
N-p,(N-C-1)io +p,(N-C-1log,| —
d _( P, ( ) g{N_pf(N_C_D] Py ( ) g{pf] (10)
paCROWDS N |092(N —C)

2.1. HOW LONG FORWARDING PATHS CAN DEGRADATE ANONYMY

In the model proposed by [4] and [10] it is Adersary
assumed that the adversary has yet colluding nodes
among network nodes, which actively anonymize Honest Peers

specified request (for example nodes from the 5
forwarding random walk path of CROWDS system). Sg \
2
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Practically, the scenario may be different, and twha
more, the probability that the adversary can finig t /
group of nodes (referred to as an “active set”p als [
determines the quality of the system anonymization. \
The scenario described above should be called an
adaptive attack, because it is assumed that the
adversary is capable of adopting an area of its
observation to the scope of activity of system siskr
is important to also consider a more general case,
where the adversary cannot be certain of a suc@esskig. 1. Range of observation for static and the
collaboration of proper active set. This uncerigml adaptive attacks




should be quantified as well. For example, in tROBVDS system an increasemiparameter can
easily increase the system active sets. Howevéheifactive set is too numerous, even for large
networks, collaboration of active nodes is simplaghly probable. Notice that when the adversary
has no collaborating nodes among the active satdlidhe nodes of the system are equalprobable
and the uncertainty of the adversary is maximizEte need for considering the impact of the
observer uncertainty in finding proper active nodes noticed in [4] and a weight mean formula
was proposed to compute firdil This seems to be an intuitive attitude. Howetleg, same results
can be achieved by using a conditional entropy tdamin [1] a conditional entropy was proposed
to describe the generalized scenario of the ob8ernvaThe conditional entropy describes the
entropy of a random variabl€ under condition of elimination of the entropy dher random
variableY. The conditional entropy expresses then the uaicgytassociated with one aspect when
the other aspect is certain.

This attack will be referred to as a static attaak,in this scenario the adversary “injects”
colluding nodes in a static manner and cannot dyeeliy predict (adapt, like in previous scenario
referred to as adaptive attack) which random noedésactively anonymize the specified request.
Let us return to the CROWDS example. A probabitltgt none of the collaborating nodes can
become a member of the random walk forwarding gath

N C ! C
— Q- —_— = , 11
I e ay
then entropy for passwe-statlc attacks equals
_ C N-p(N-C-I) N-p;(N-C-J)
H PSCROWDS ™ — N-p,(N-C) N log, N +
(12)
C N-C-1 o C
1- P log, 1-—— ||,
( N_pf(N_C)j N [N [ N_pf(N_C)J]
and the normalized entropy is
H S
dpsCROWDS= w (13)
maxCROWDS
_ C N-p(N-C-1) N-p,(N-C-1
dpsCROWDS_ - I 2 +
N-p,(N-C) Nlog,(N-C) N
(14)

{ C ] N-C-1 (pf( C D
1- P, log,| —| 1- :
N-p;(N-C) ) " Nlog,(N-C) N N-p,(N-C)

We will analyze howps configuration impacts the entropy of the CROWDStey for both
attack scenarios. It is important to remember phaglue directly affects the forwarding path length
— the number of network nodes actively involvedthe anonymization process. Figure 2a and
Figure 2b show the entropy of CROWDS in the fubapum of availablg; configuration. We use
maximum entropyHmaxcrowps (8) as a reference. First we analyzed three vigriah network
collaboration level (i)C = 10% — scenario usually considered in the sthtbeoart; (ii))C = 5% —
more realistic collaboration level for large andlitiaccess overlays; and (it = 20% — scenario
for small overlays. The next results, Figure 2c &iglre 3d, present the CROWDS entropy as a
function of the number of collaborating nodgdfinally including the global collaboration.
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Fig. 2. Entropy of CROWDS, static and adaptivecksaN = 50 (a), (b)N = 100 (c), (d).

The results for the two considered attack scenaressubstantially opposite. In the adaptive
scenario low entropy, close to zero, is obtainedlda pr values, and high, close to maximum,
entropy is achieved for large In the static scenario, the dependency is quiiterent and the best
results are achieved for the lowpstvalues. Ag: grows, the entropy grows logarithmically smaller.
In a small network this decrease (static attaclgrafopy is slightly faster in contrast to the adagp
scenario where, in the small network, the decreasiee entropy is slower than for large overlays.
This analysis shows that a set of nodes activelglied in the anonymization process should not
be too numerous. Longer cascades not only impagerlaraffic overheads, but can also make it
easier for the adversary to become a member diotimarding path. Especially in small networks
the security of particular systems can be effelticempromised. In small networks, nodes from a
forwarding path constitute a significant part of rétwork nodes. It should be reminded that the
analyzed CROWDS system does not include mixing symanetric encryptions techniques for
traffic analysis protection.

The results show that the secure configuratiorook&rding path lengths should be adjusted to
the size of the CROWDS overlay network. Taking iatttount large overlays, more typical for
public P2P networks and a collaboration le@elower or equaled to 5%, th® configuration of
CROWDS should be no lower than roughly 0.6 andigbdr than about 0.8. Lower values than 0.6
expose the originator of a particular request aidime adaptive adversary. Values higher than 0.8
compromise him to the static attacker. Then themfeavarding path length of network random
walk P equals

(15)

. e P
P=>ip, " (-py)= -
; f f p, -1

We can emphasize minimum and maximum secure mehrgmgths of CROWDS:
Princrowos=4 (Ps = 066) , P, ..crowos = 6 (P; = 083) . (16)



Forwarding paths shorter thaR,, .rowos CaNNoOt provide sufficient “crowd” of nodes, which

actively anonymize the initiator. If the adversasyyet among this set of nodes there should be
additional 2 other honest nodes. On the other h#ral forwarding paths longer than 6 nodes

(P.axcrowns) bDECOMES too easy to enter, because the sizeeofctiowd” provided by nodes

passively anonymizing the active set becomes imsesfit. Table 1 contains the summary of the
results represented as a degree of anonymity @utdar promising values gk parameter.

Table 1. Degree of anonymity for CROWDS, static addptive attacks.

C=5% C=10% C=20%
pf 0.66 0.75 0.83 0.66 0.75 0.83 0.66 0.75 0.83
Static attack 0.69 0.63 0.58 0.51 0.41 0.32 0.25 0.11 0.0099
Adaptive attack 0.69 0.78 0.82 0.66 0.74 0.79 0.59 0.67 0.71

Our analysis confirmed that the optimum configunatifor a realistic level of CROWDS
collaboration is abouyt; = 0.75 (recommended by the system authors). Comgethe collaboration
level of C = 5%, the degree of anonymity for CROWDS becomsectodmin.

As one can expect, the entropy largely depends@mamber of colluding nodes. What is more,
we can observe a significant impact of static okst@n on the anonymity of the CROWDS
system. CROWNDS entropy is significantly lower ftatg attacks than for adaptive scenarios. Still,
both static and adaptive variants of attacks aed 10 the anonymity analysis as they correspond to
different aspects of the system’s anonymity. Tlisscenario shows more realistic capabilities of
the adversary and constitutes a critical point iefwon the expansion of the system active sets.
However, a more pessimistic attack — adaptive elasien — is possible. Even though this scenario
happens comparatively rarely, it is important talgre its consequences.

3. AN EMPIRICAL MODEL OF ANONYMOUS P2P TRAFFIC

For the purpose of the complicated dynamic conadiétianalysis, we have created a peer-to-peer
traffic simulation environment. Each peer of thenglated network retrieves the same algorithm
suitable to a simulated protocol (for example Jool@ROWDS). The simulator traces tasks for
each symmetric peer independently. The peers checta specified content and can randomly
leave the overlay — depriving other users of theteat copies. Figure 3 shows an outline of the
simulator architecture.

Peer — N

Messages of simulated P2P communication
Peer

v

Peer

>
Time

Fig. 3. Architecture of P2P traffic simulator.



The simulator allows setting-up of the followingaaeters of an overlay traffic:
* mean request arrival ratd § — intensity of requests for a content;
« mean download time between two neighbor pegrs)(— resultant of a link throughput and
an amount of sent data,;
* mean request arrival rate for a specified contdpt X — intensity of requests for a specified

(for example newly published) content;
* mean migration rateA,,,) — intensity of users’ leaving and arriving in tbreerlay network
(“churn™).
We use Poisson distribution to model a requeswvalrprocess. We simulated the CROWDS
random walk algorithm to verify the simulation mbde

3.1. LATENCY

Let average link throughput between peerBle512 kb/s and average file size of the shared
contentV=32 MB. To analyze systems latency quoted as annuavnload time we have
computed series of simulation with 30 realizatieash starting from the maximum request arrival
rate per each node

A :”—gn =0,000gs™] . (17)

max

whereP is a mean random walk path length (15) ami,al denotes download time between two
directly connected nodes (referred in the reshefwork as FTP for simplification),

. :VE =0007s?| . (18)

Figure 4 shows 95% confidence intervals and 25%7%8&0 quantiles (marked as boxes)
surrounding the mean values of DT for the CROWDSesy as the function of paramest. In
the analysis we have assumed CROWDS configuratitnhais accurate with recommendation of
the CROWDS authors and with our analygis= 0.75. It means that the mean number of overlay
nodes forwarding a single request equals 5 (15).

% (b)

(@)

120 120

| A -
¥ e

[ [
1 6 12 18 24 28 34 40 48 1 6 12 18 24 28 34 40 48
t [h] t [h]

[(mn]
[(mn]

Dr

Dr

Fig. 4. Mean download time for CROWDS random wallaiperiod of two days after
start of network operatiolN = 100; maximum request arrival rate (a) and lowuesq arrival rate (b).

Our first remark is that the simulated CROWDS randwealk overlay works on the brink of
stability for a analytical maximum request arrivate. Simulations results for a lower request
arrival rate showed the stable operation of thelaye



Secondly, for a low arrival rate we can observe mload time much above half an hour. The
mean DT of a single file, measured in a periodwad tlays of the system operation, equals 38.82
minutes. The analytically obtained mean time ofila fransfer between neighbor nodes equals
4.~ =833 minutes. In the CROWDS random walk each file istserough a cascade of nodes.
In the configuration ofx = 0.75 the mean number of links in the cascade dmtwsource and
destination peers equals 4. The simulation reshitsv that DT for the CROWDS random walk is
about 4.6 times longer than a FTP DT for a sinigle. |

We repeated our simulation fd?,, crowos @Nd P...crowns fOrwarding path lengths. Figure 5
shows results of CROWDS latency in a range of regaeival rate starting from the maximum
traffic intensity. We can observe thatRgrows, DT grows linearly higher. Addition of onede to
the forwarding path results in an additionzgf, value to the final DT.
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Fig. 5. Latency for CROWDS.
3.2. DYNAMICS

Next we will apply the simulation model to considigre mean DT characteristics under
dynamically changing network traffic conditions. W@l analyze system behavior starting form a
new file publication. We analyze the scenario whbeenew and popular content is just shared by
one of the overlay nodes. Additionally, we takediatcount the common practice of some users to
connect to the overlay only for the purpose of ai@aar content download and to leave the
network just after its successful delivery. [Bebe the part of all requests which correspondfi¢o t
new file. We will take into account “selfish” usetsehavior where simultaneously percent of
copies leaves the overlay network for each requeshis manner we have joined two parameters
of the simulation which describe the popularityao$elected content and the migration of overlay
users ¢, and Ay,).

Figure 6 shows 95% confidence intervals and 25%7%6&6 quantiles (marked as boxes)
surrounding the mean values of DT. We simulatedotrexlay under dynamically changing traffic
conditionsD . The first presented results (Figure 6a) wereinbthfor dynamic® = 20%. We can
observe that mean download time is slightly loraféer a new content publications and returns to
an initial level after about 5 hours. The furthacrease of dynamics to the value @t 30%
(presented on Figure 6b) caused an instabilityhefdystem — DT increases in the analyzed period



of 36 hours. However, this scenario is highly pessiic as abouts of all user requests in the
overlay network are directed towards the same, cmvient.
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Fig. 6. Reaction of CROWDS to the new content mattion,N = 100,
low request arrival rate, (& = 20%, (b)D = 30%.

4. CONCLUSIONS

In this paper, we have proposed an empirical mbatehn evaluation of traffic performance of
anonymous P2P networks. We used an informatiorogyntmeasurement model ([4], [10]) for
estimation of secure configuration of anonymouswésding path lengths and proposed
methodology for evaluation of latency and dynanutthe selected configurations. As an example
of an evaluated system we used the classical snlatlled CROWDS.

The information theoretic model ([4], [10]) of sgst’s anonymity has been revised in order to
achieve the P2P environment usability and to reflee practical capabilities of a P2P adversary.
We analyzed the widely described in the state efdtt literature, adaptive observation scenario,
and also considered more realistic static attaBiatic attacks create awareness of boundless
extension of forwarding path lengths. The long patan impose not only larger traffic overheads,
but can also make it easier for the adversary toine a member of set of nodes actively involved
in the anonymization process. We have found th#t btatic and adaptive attacks are vital to the
anonymity analysis, as they correspond to diffeespiects of system protection. The static scenario
shows more realistic capabilities of the adversarg it exemplifies a critical point of view on the
expansion of forwarding paths. However, a more ipgssc attack — an adaptive observation — is
possible. This scenario shows the effectivenesshef system’s anonymity protection among
network nodes actively involved in hiding on artiator.

We have observed that latency of CROWDS is roughigultiplication of the direct download
time between two neighboring nodes and the forwargiath length. The observation of system’s
behavior under dynamically changing conditions showat a stable operation of network random
walk from CROWNDS can be retained for dynamics loareequal to 20%.

We have found that the empirical analysis of theevoek random walk algorithm (taken from
CROWDS) is analogous to theoretical values, undeuntary conditions. The analytical
calculations included: available capacity (traffitensity of the maximum request arrival rate) and
the mean download time for a low-loaded networkv(lequest arrival rate). For the analytically
obtained maximum request arrival rate, we have rebsgethat the simulated system works on the
brink of stability. For a low traffic intensity theean download time provided by the simulated
system is slightly higher than the analytically abed results that do not deal with delays
introduced by network nodes.



Our future work will include a more detailed anay®f the impact imposed by various
anonymous techniques on their traffic performanfe.interesting goal is the consideration of
overlay dynamics with simultaneous migration of jmaontent resources. The traffic performance
analysis, presented in this paper, has coverefbtlosving two elements: (i) the evaluation of the
latency in the stable operation of simulated owesland (i) the measures of the latency after the
publication of a new file — we have considered aeseof copying and removing of the single
content resource. The future analysis should irclobdeling of anonymous traffic where many
new files are copied and removed in the overlawaekt simultaneously. Additionally, this research
can be based on a sociological analysis of usatsits) as this study can bring the simulation model
closer to real networks. The next important dittof the future work is carrying out analytical
traffic performance models for anonymous systems.
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